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1. INTRODUCTION
1.1. Overview

This guide is intended for system administrators and integrators who are going to install and
configure NetWrix File Server Change Reporter.

From this guide you will learn:

What functionality NetWrix File Server Change Reporter provides;

What settings are required for your environment to use NetWrix File Server Change
Reporter successfully;

How to configure options and settings available in NetWrix File Server Change
Reporter;

How to start using NetWrix File Server Change Reporter and view reports.

1.2. How This Guide is Organized

This section explains how this guide is organized and provides a brief overview of each
chapter.

Chapter 1 Introduction: the current chapter. It explains the purpose of this document
and explains its structure.

Chapter 2 Product Overview: gives description of the product key features, benefits,
workflow, and provides license information.

Chapter 3 Getting Started: lists all product requirements and the requirements to the
monitored environment, explains how to install NetWrix File Server Change Reporter
and configure audit policies on the monitored servers.

Chapter 4 Working with the Standard Configuration Mode: provides a description of
the Standard Configuration mode options, instructions on how to configure the mode
settings and start using the reporting functionality.

Chapter 5 Working with the Enterprise Configuration Mode: provides a description of
the Enterprise Configuration mode options, instructions on how to configure the
mode settings and start using the reporting functionality.

Chapter 6 Additional Configuration: provides a description of the additional
configuration options available in NetWrix File Server Change Reporter.

A Appendix: Monitored Object Types and Attributes: contains a full list of all object
types and attributes that can be monitored by NetWrix File Server Change Reporter.

B Appendix: Related Documentation: contains a list of all documentation published to
support NetWrix File Server Change Reporter.
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2. PRODUCT OVERVIEW

File server auditing is a critical requirement for organizations that rely on file servers to store
their documents and network applications. Unauthorized and accidental changes to the files
and folders structure, permissions, file shares, and other objects can significantly impact
users and company infrastructure by facilitating data theft and security threats.

NetWrix File Server Change Reporter audits important file server changes and sends reports
on:

e Successful and/or failed read access attempts;

e Successful and/or failed object modification attempts, including modifications of
files, folders, shares, and permissions.

2.1. Key Features

NetWrix File Server Change Reporter helps you carry out the following auditing and reporting
tasks:

e Detect and report on successful/failed object read access and successful/failed
change attempts. Reports include information about events telling the user what was
done, who accessed an object or made changes, where this happened and when.

e Report on the previous and current values for every change.

o Generate on-demand Web-based reports.

o Create custom reports (can also be ordered at NetWrix).

e Store collected audit data and enable historical reporting for any period of time.

The product supports the following file server types: Windows® Server, NetApp® filer, and
EMC VNX/VNXe/Celerra (please note: NetApp® filer and EMC VNX/VNXe/Celerra are only
configurable and available in the NetWrix File Server Change Reporter Standard configuration
mode of the Enterprise Edition).

2.2. How It Works

NetWrix File Server Change Reporter data collection and reporting workflow is as follows:

1. The user launches the configuration utility and sets the parameters for automated
data collection and reporting, choosing whether to report on:

e Successful modifications
e Failed modification attempts
e Successful read access

e Failed read access attempts

2. A dedicated scheduled task which is launched periodically (every day, at 3 AM by
default; it can also be launched manually when needed) collects file server snapshots
and/or audit data, and sends an email with a report to the specified recipients. The
task name is NetWrix Management Console - File Server Change Reporter - <your
Managed Object name>.

3. In the Enterprise Edition, if Advanced Reports are enabled and configured, the task
will also enable saving information about the file server changes into a specified
Microsoft SQL Server database (you can use the Database Importer tool to import data
on demand, for details refer to Section 6.6 Importing Changes That Occurred Between
Two Snapshots). You can run and view reports in the Report Manager through a web
browser or via NetWrix Management Console.

4. Additionally, you can generate and view on-demand reports through NetWrix
Management Console or via the Report Viewer utility.
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Figure 1: The NetWrix File Server Change Reporter Workflow Chart
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2.3. Licensing

NetWrix File Server Change Reporter is available in two editions: Freeware and Enterprise.
The table below outlines the difference between them.

Table 1: The NetWrix File Server Change Reporter Editions

Feature The Freeware Edition | The Enterprise Edition
Long-term archiving of audit data No Any period of time
Reporting on who made the changes and No Yes
when
Single installation handles multiple computer No Yes
collections, each with its individual settings
Integrated interface for all NetWrix
products, which provides centralized No Yes
configuration and settings management
Advanced reports based on MS SQL Server
Reporting Services, with filtering, grouping No Yes
and sorting
Custom reports No Yes. Create manually or

order from NetWrix

Permissions change reports

Not detailed

Detailed

Technical Support

Support Forum,
Knowledge Base

Full range of options
(phone, email,
submission of support
tickets, Support Forum,

Knowledge Base)

Advanced Reports can be viewed directly
from NetWrix Management Console

No

Yes

Licensing

Free of charge

Per server;
please request a quote

The Freeware Edition can be used by companies and individuals for an unlimited period of
time, at no charge. The Enterprise Edition can be evaluated free of charge for 20 days.

Note:

You are eligible for free technical support during the evaluation period of all

NetWrix products. If you encounter any problem or would like to get assistance
with installation, configuration or implementation of NetWrix File Server Change
Reporter, please contact our support specialists.
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3. GETTING STARTED

This chapter describes the necessary prerequisites for the NetWrix File Server Change
Reporter installation.

3.1 Installation Prerequisites
3.1.1 Hardware Requirements

Before installing NetWrix File Server Change Reporter, make sure that your system meets the
following hardware requirements:

Table 2: The NetWrix File Server Change Reporter Hardware Requirements

Component Minimum Recommended
Processor Intel or AMD 32 bit, 2GHz Intel or AMD 64 bit, 3GHz
Memory 512MB RAM 2GB RAM
Disk 50MB physical disk space See recommendations below

for the installation

To estimate the approximate size of the disk space required for the Audit Archive, follow the
procedure below:

Procedure 1. To estimate approximate disk space required for the Audit
Archive

1. Calculate the audit data volume generated per hour. To do this, define the total time
of the retention period for events in your security log, starting from the time of the
first event up to the time of the last event. Divide the current size of the security log
by the time range in hours, for example:

700 (MB, the current security log size) / 7 (the period of time (in hours) during
which events were written to the security log) = 100. The audit data volume
generated per hour equals 100 MB.

2. Calculate the audit data volume generated per day. To do this, multiply the audit
data volume generated per hour by 24, for example:

100 (MB, the audit data volume generated per hour) x 24 = 2400. The audit data
volume generated per day equals to 2400 MB.

3. Calculate the approximate disk space size required per day. To do this, define the
compressed size of the audit data volume generated per day. Divide the audit data
volume by 30, for example:

2400 (MB, the audit data volume generated per day) / 30 = 80. The compressed size
of the audit data volume generated per day equals 80 MB.

Note: Please make sure that the TEMP folder has enough space to keep the
amount of data equivalent to the security logs volume generated between data
collections. All calculations above are approximate. The actual repository disk
space consumption depends on user access activity and selected audit types (file
modifications only or file reads as well).

Copyright © 2012 NetWrix Corporation. All Rights Reserved Page 9 of 68
Suggestions or comments about this document? www.netwrix.com/feedback




NetWrix File Server Change Reporter Administrator’s Guide

3.1.2 Software Requirements

Before installing NetWrix File Server Change Reporter, make sure that your system meets the

following software requirements:

Table 3: The NetWrix File Server Change Reporter Software Requirements

Component Requirement
Operating System Windows XP SP3 or later
Framework .NET Framework 2.0, 3.0 or 3.5

3.1.3 Target File Server Requirements

The following requirements apply to the monitored file servers:

Table 4: File Server Requirements

File Server Type Requirements
Microsoft Windows File Server Operating System: Windows 2000 SP4 or later
.NET Framework* 2.0, 3.0 or 3.5.
NetApp filer (CIFS configuration CIFS Network Protocol support
only)
EMC VNX/VNXe/Celerra families CIFS Network Protocol support
(CIFS configuration only)

*

.NET Framework is only required if you are going to use the network traffic compression

option, for details about this option refer to the Section 6.1 Network Traffic Compression.

Note: NetApp filer and EMC VNX/VNXe/Celerra are only configurable in the
NetWrix File Server Change Reporter Standard configuration mode.

3.1.4 Requirements to the Security Event Log Maximum Size

The following requirements apply to the maximum size of the security event log on your

target file server:

Table 5: Security Event Log Requirements for Windows Operating Systems

Operating System on the computer

Network Traffic

. Security log .
where NetWrix which is monitored by Comprfessmn auto archiving Securl?y Event- Log
File Server Change NetWrix File Server option i el Maximum Size
Reporter is installed Change Reporter is enabled
Windows .
2000/XP/2003/ ZOX\S/nXdPO/VZVSOS. Yes /No Yes /No 300 MB
Vista/7/2008/2008 R2
Windows
i B
Windows 2000/XP/2003 Vista/7/2008/2008 R2 No No 300 M
Windows Configuration is
i Y
Windows 2000/XP/2003 | ;.\ 12/15008/2008 R2 No es not supported
Windows 2000/XP/2003 Windows Yes Yes/No 4GB
Vista/7/2008/2008 R2
Windows Windows
Yes/ No Yes/No 4GB
Vista/7/2008/2008 R2 Vista/7/2008/2008 R2

If you monitor computers with NetApp or EMC VNX/VNXe/Celerra data storage system

installed, the following size is recommended:
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Table 6: Security Event Log Requirements for Data Storage Systems

Operating System where NetWrix Security Event Log

File Serv?r.Change Reporter Data Storage System Maximum Size
is installed
Windows 2000/XP/2003 Net App filer 300 MB

EMC VNX/VNXe/Celerra

4 GB (300 MB is recommended,

Windows Vista/7/2008/2008 R2 Net App filer depending on productivity)

Windows Vista/7/2008/2008 R2 EMC VNX/VNXe/Celerra 4GB

3.1.5

Note: If you move security log files from the default system folder to a non-
default one, you must reboot your target server for the reporting functionality to
work properly.

Supported Microsoft SQL Server Versions

For the Advanced Reporting feature, which is only supported in the Enterprise Edition, you
need to have Microsoft SQL Server 2005, 2008 or 2008 R2 with Reporting Services configured.
SQL Server 2005 Express Edition with Advanced Services can be installed and configured
automatically. For your convenience, we have provided instructions on the manual
installation of SQL Server with Reporting Services required for NetWrix File Server Change
Reporter. For a step-by-step procedure, please refer to the following technical article:
Installing Microsoft SQL Server and Configuring the Reporting Services. For full installation
and configuration details, refer to documentation provided by Microsoft.

3.1.6 Required Rights and Permissions

For data collection and reports generation, NetWrix File Server Change Reporter uses the
account under which the scheduled task is run. This account must be granted the following
permissions:

e Read access to the monitored shared folders

e “Manage auditing and security log” policy enabled

The account under which NetWrix File Server Change Reporter is run, must comply with the
following requirements:

o |If the computer with NetWrix File Server Change Reporter installed and the
monitored file server belong to the same domain, this account must be assigned the
domain administrator permissions;

e |If the computer with NetWrix File Server Change Reporter installed and the
monitored file server belong to a workgroup or different domains, the file server
must have accounts with the same name and password as the account under which
NetWrix File Server Change Reporter is run. All these accounts must be assigned the
local administrator permissions.

In the Enterprise Edition, for proper performance of the Advanced Reporting functionality,
the account used by users to view reports, as well as the account for running the scheduled
task, must be assigned the Content Manager role for the SSRS Home folder. To assign the
Content Manager role to an account, follow the procedure below:

Procedure 2. To assign the Content Manager role to an account

1. Run the Report Manager, open the Properties tab of the Home folder, and click New
Role Assignment (the path can vary slightly depending on your SQL Server version).

2. Specify the necessary group or user account in the following format: domain\user.
The account should be in the same domain or in a trusted domain.
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3. Select Content Manager.

4. Click OK to save the role assignments.

3.2 Installing NetWrix File Server Change Reporter

To install NetWrix File Server Change Reporter, run the setup program on any computer in
the domain where the monitored file servers are located. If the selected computer is running
Windows Server 2008, 2008 R2, Windows Vista or Windows 7, make sure User Account Control
(UAC) is turned off.

To install NetWrix File Server Change Reporter, follow the procedure below:
Procedure 3. To install NetWrix File Server Change Reporter

1. Download NetWrix File Server Change Reporter.
2. Run the setup package called fscrfree_setup.msi (for the Freeware Edition) or
fscrfull_setup.msi (for the Enterprise Edition).

3. Follow the instructions of the wizard. When prompted, accept the license agreement

and specify the installation folder.

4. On the last step, click Finish to complete the installation procedure. For the
Enterprise Edition, select the configuration mode before clicking Finish (the
Enterprise configuration mode is recommended).

Figure 2: The NetWrix File Server Change Reporter Installation Wizard

i'é" MNetWrix File Server Change Reporter Commercial ¥ersion 3.3 Setup [_ [

EUERREW i
Completed the NetWhrix File
Server Change Reporter
Commercial Version 3.3 Setup

Wizard

Select what to do when wou exit setup:

" Configure later
© Launch Standard Edition

‘ Simple user interface for novice users
* Launch Enterprise Edition

Select this option ko run Fully inkegrated management tool
with built-in reporting and multiple domains support

Click Finish to exit the Setup Wizard.

Back I Finish I Zancel |

To learn how to configure and use NetWrix File Server Change Reporter, please refer to the
corresponding sections of this guide:

e The Standard configuration mode is used in the Freeware and Enterprise Editions. For
details, refer to the Section 4 Working with the Standard Configuration Mode.

e The full featured Enterprise configuration mode is used in the Enterprise Edition only.
For details, refer to the Section 5 Working with the Enterprise Configuration Mode.

3.3 Configuring Audit on File Servers

To collect audit data, you need to configure Audit Policy Settings on your target file servers.

This chapter describes how to configure Audit settings for Microsoft Windows file servers. For
details on how to monitor NetApp file server, refer to the following technical article: How to
Configure NetWrix File Server Change Reporter to Monitor NetApp Filer CIFS Shares. For
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details on how to monitor EMC VNX/VNXe/Celerra file server, refer to the following technical
article: How to Configure NetWrix File Server Change Reporter to Monitor EMC
VNX/VNXe/Celerra CIFS Shares.

Note: NetApp filer and EMC VNX/VNXe/Celerra are only configurable in the
NetWrix File Server Change Reporter Standard configuration mode.

3.3.1 Configuring Default Audit Settings on File Shares

Before configuring the audit settings, consider that if you have multiple file shares frequently
accessed by a significant number of users, it is reasonable to audit objects modification only.
Tracking all access events may result in too much data written to the audit logs, whereas
only some part of it may be of any interest. Please note that audit flags must be set on every
file share you want to audit.

If you are going to monitor an entire computer, consider the following:

e If you specify a single computer name, NetWrix File Server Change Reporter will monitor
all shared folders on this computer except the folders whose name ends with the $ symbol
(which are either hidden or administrative/system folders). In order for the report
functionality to work properly, you need to configure audit settings for each share folder
on the computer separately. Otherwise, reports will contain limited data and warning
messages.

e For your convenience, if your file shares are stored within one folder (or disk drive), you
can configure audit settings for this folder only. As a result, you will receive reports on all
required access types applied to all file shares within this folder. Please note that it is not
recommended to configure audit settings for system disks.

To configure the default Audit settings, follow the procedure below:

Procedure 4. To configure the default audit settings on file shares

1. Navigate to the required file share, right-click it and select Properties from the pop-
up menu. The <Share_Name> Properties form will open.

2. Select the Security tab and click the Advanced button. The Advanced Security
Settings for <Share_Name> form will open.

3. Go to the Auditing tab, select the Everyone group (or another user-defined group of
the selected users granted special permissions) and click Edit. The Advanced
Security Settings for <Share_Name> form will open as a separate dialog:
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Figure 3: Advanced Security Settings
. Advanced Security Settings for Annual Reports
Auditing |
To view or edit details for an auditing entry, select the entry and then click Edit.
Object name:; \Wocalhost\Shared ReportsiaAnnual Reports

Auditing entries:

Type Name Access Inherited From Apply To

Special WocalhostiShared ... This folder, subfolder...

Add... Edit... Remoye

IV Include inheritable auditing entries from this object's parent

I Replace all existing inheritable auditing entries on all descendants with inheritable auditing entries from this object

What are the requirements for auditing object access?

OK I Cancel I

Apply

Note: You can specify any other required user group, but in this case the current
version of NetWrix File Server Change Reporter will send you email reports with
warnings about the audit configuration. This will not affect the reporting
functionality and the product will only monitor user accounts that belong to the

selected group.

Select the Everyone group and click the Edit button. The Auditing Entry for

<Share_Name> dialog will appear.

Select the Success and Failed check-boxes for the following Access options:

To monitor successful read access and failed read access attempts:

o List Folder / Read Data

To monitor successful modifications and failed modification attempts:

Create Files / Write Data
Create Folders / Append Data
Write Attributes

Write Extended Attributes
Delete Subfolders and Files
Delete

Change Permissions

Take Ownership

O O O O OO o o
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Figure 4: Audit Entry for <Share_Name> Dialog

. Auditing Entry for Annual Reports
Obiject |
MName: | Everyone Change... I
| Apply onto: lThis folder, subfolders and files _'_I I
Access: Successful  Failed
Traverse folder | execute file [ o =
List folder [ read data
Read attributes O O
Read extended attributes O O
Create files | write data
Create folders | append data
Write attributes
Write extended attributes
Delete subfolders and files
Delete
Read permissions O o .
Apply these auditing entries to objects |
[~ andjor containers within this container Clear Al
only

Managing auditing

| OK I Cancel l

6. Make sure that the Apply onto parameter is set to This folder, subfolders and files,
and the Apply these auditing entries to objects and/or containers within this
container only check box is cleared.

7. Click OK to save the changes and close the dialog.
Note: If no data is present in reports, or the Who changed field contains the

‘system’ value, refer to NetWrix File Server Change Reporter Troubleshooting
Guide.

3.3.2 Configuring Audit Object Access Policy

To collect data from the monitored file servers, you must configure the Audit object access
policy on the file servers. You must be logged on as a member of the Administrators group or
you must be granted the Manage auditing and security log permission in Group Policy to
perform this procedure.

To configure the Audit object access policy, follow the procedure below. This procedure
provides you with one of several possible ways to configure the Audit object access policy:

Procedure 5. To configure Audit object access policy

1. Navigate to Start > Programs - Administrative Tools - Group Policy
Management. The Group Policy Management dialog will open:
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Figure 5: Group Policy Management
EGroup Policy Management !E
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+

2. Expand the Domains node, right-click the <Company_Domain_Name> node and
select the Create a GPO in this domain and Link it here option. The New GPO dialog
will appear.

3. Type in the name of your new GPO into the Name field and click OK.

Figure 6: New GPO
New GPO

Hame:

IFiIe Server Change Reported

Source Starter GPO:

I[none] j
] I Cancel |

4. Right-click the newly created GPO in the left pane of the Group Policy Management
form and select the Edit option. Group Policy Management Editor will open.

5. Expand the Computer Configuration node on the left and then go to Policies 2>
Windows Settings > Security Settings - Local Policies > Audit Policy.

Figure 7: Group Policy Management Editor
l' Group Policy Management Editor [_ (O]

File  Action Yiew Help

5| 1[mIXE = H
__" File Server Change Reporter [ADMIMDCL.COMPAR | | Palicy = | Paolicy Setting
[ il Computer Configuration Audit account logon events Mot Defined
=N PU_"CiES Audit account management Mat Defined
- Software Settings Audit directary service access Mat Defined
Bl [ Windows Settings audit lngon events Mot Defined

| Mame Resalution Palicy [0 2. it chiect
|| Scripts (StartupfShukdown) ———

55 Mot Defined
Audit policy change Mot Defined

h, Security Setti
= :PZCL:L:DU:t Ili‘nogliscies Audit privilege use Mat Defined
= j_ﬂ Local Policies Audit process tracking Mat Defined
S Audit Palicy Audit system events Mot Defined
__E User Rights Assignment

f Security Options -

« | _>|_I « | |

6. Double-click Audit object access on the right and select all check boxes in the Audit
object access Properties dialog:
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Figure 8: Audit Object Access Properties
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Security Policy Sefting | E=plain I

_‘-_g. Audit object access
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v Success

0K I Cancel | Apply

7. Click OK to save the changes and close the form.

You can also refer to the Windows Server TechCenter article for additional information:
Create a new Group Policy object: Group Policy. If you wish to use the local policy, you can
find instructions in the following Windows Server TechCenter article: Define or modify
auditing policy settings for an event category: Auditing.

For Microsoft Windows file servers running Windows Vista or later, you can configure the
granular audit policy. Via the granular audit policy you can manage auditing at a detailed
level, which helps you avoid saving unnecessary data to your audit logs.

For instructions on how to configure the granular audit policy for the servers running
Windows Vista or later, refer to the following technical article: How to Configure Granular
Audit Policy on a File Server Monitored by NetWrix File Server Change Reporter.
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4. WORKING WITH THE STANDARD CONFIGURATION MODE

The standard configuration mode is set by default for the Freeware Edition. For the
Enterprise Edition, you can select to use either the Standard or the Enterprise configuration
mode. Some features of the Standard Configuration mode are unavailable in the Freeware
Edition - they are marked with asterisk (*) in the configuration options’ description below.

4.1 Configuring Basic Settings

To launch the configuration utility open the Start menu and select File Server Change
Reporter. The following configuration main dialog will be displayed:

Figure 9: NetWrix File Server Change Reporter Configuration Dialog

B€ NetWrix File Server Change Reporter M= E
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— detailed infarmation on & daily basiz.
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Edit |
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[V Enable network traffic compression [B)
-

Enable large server suppoart

MOTE: This optior iz recommended to speed up
proceszing of file servers with 500 000 files or more

™ File Wersian Cantial [based on Volume Shadow Copy)
IV Attach the email reports az a CSY file

I
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Ermnail repart delivery settings
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The following configuration settings are available in this dialog:

1. Enable File Server Change Reporter. The check box enables data collection and
reporting; it is selected by default.

2. List of UNC paths to check for changes. To specify a UNC path to the object you
want to monitor, click Add and do the following:
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a) In the Add UNC Path dialog, type in or browse for the folder you want to audit.
You can specify a file server name to audit all shares located on that server or
UNC path to a folder or share you want to audit.

Figure 10:  Add UNC Path
B Add UNC Path

Specify the UMC path to the folder you vwant bo audit.

UNC Path: | [

[example; Yheerverizharehfolder)

Select file server platform
& Microsoft Windows
 EMCWNRAMRe/ Celera

£ Mettpp Filer Ennfigure...l

Select types of acocess you want ba manitar

IV Successful modifications
™ Failed modification attempts
™ Successful reads

™ Failed read attempts

0k I Cancel |

b) Select a file server platform. For details on how to monitor NetApp file server,
please refer to the following technical article: How to Configure NetWrix File
Server Change Reporter to Monitor NetApp Filer CIFS Shares. To monitor EMC
VNX/VNXe/Celerra file server, please refer to the following technical article: How
to Configure NetWrix File Server Change Reporter to Monitor EMC
VNX/VNXe/Celerra CIFS Shares.

c) Select types of access you want to monitor. On the Add UNC Path dialog, select
the options that correspond to the file access event types you need to monitor.

The following options are available:

. Successful modifications

e Failed modification attempts (available for Windows Servers and EMC
VNX/VNXe/Celerra only)

e Successful reads
e  Failed read attempts

Figure 11:  Add UNC Path
B8 Add UNC Path

Specify the UMC path to the folder you want to audit.

UNC Path | [

[erample: “hserverssharehfolder)

Select file server platfarm
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 EMC WNxANEe/Celena

€~ Metdpp Filer Configure... |

Select pes of access you want ta monitor

¥ Successiull modifications
™ Failed modification attempts
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[” Failed read atternpts

ak. I Cancel |

d) When finished, click OK to save the settings and return to the configuration utility
main dialog.
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3. Import UNC paths list*. Use the Import button to import a .txt file containing a list of
UNC paths to the file servers, one entry per line.

4. Specify the data storage path. Populate the Store data to text box. All snapshots
made by NetWrix products you are using will be stored in the corresponding
subfolders of this folder. For example, snapshots made by NetWrix File Server Change
Reporter will be stored in the FS Changes subfolder.

5. Enable long-term archiving*. By default, NetWrix File Server Change Reporter stores
data collected for the last two days. Select the Enable long-term archiving for <n>
months option if you need tracking for longer periods, and specify its value. It affects
only the local repository and not the SQL database.

6. Enable network traffic compression. To increase data collection speed and
effectiveness, check the Enable network traffic compression box. This option can
only be applied to the monitored servers with a Windows operating system installed.
For details on how the option works, please refer to Section 6.1 Network Traffic
Compression of this document.

7. Enable large server support*. If you want to speed up processing of file servers with
a large number of files (500 000 and more), it is highly recommended to select the
Enable large server support option.

8. Enable File Version Control*. This option allows creating rollback points using the
Volume Shadow Copy technology. This will enable you to roll back incorrect or
unwanted modifications on your monitored file shares. You can access the native MS
Windows Volume Shadow Copying feature by right-clicking your volume icon and
opening the Properties dialog. On the Shadow Copies tab, a list of a maximum of 64
shadow copies is stored with the selection of back-up points. There is also a link to
the corresponding help file with description of the feature’s benefits and usage
scenarios. Please note, that this option results in creation of a great number of extra
records in the security log. For details on how to restore files or folders, please refer
to the following technical article: How to Perform File System Backup and Restore
with NetWrix File Server Change Reporter.

9. Enable attachment of email reports as a CSV file. If this option is selected, reports
will be attached to your emails. Otherwise, you will receive reports as a part of the
emails body.

10. Enable advanced reporting based on SQL Server Reporting Services (SSRS) *. Click
the Configure button next to this option. For details, refer to Section 4.3 Advanced
Reporting of this guide.

11. Email report delivery settings. Populate the following fields:

a) Report on modifications. Enter the email address to which reports on file
modifications will be delivered (multiple recipients should be separated by commas). These
reports are based on ‘Successful modifications’ and/or ‘Failed modfication attempts’
events.

b) Report on reads. Enter the email address to which reports on the read file access or
failed read attempts will be delivered (multiple addresses should be separated by comma).
These reports are based on ‘Successful reads’ and/or ‘Failed read attempts’ events.

c) SMTP Server / Port. Define the SMTP server name and port number

d) From address. Enter an email address from which the reports will be sent To check
the correctness of the email address, click Verify. The system will send a test message to
the specified address and will inform you if any problems are detected.

12. Additional product configuration. To set additional parameters for working with
your mail server, click Advanced. The Advanced Options dialog will open.
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Figure 12:  Advanced Options
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a) Report delivery schedule. By default, reports are generated and delivered at 3.00
AM every day. Click Change to modify the schedule. On the displayed dialog, click

New.
NetWrix File Server Change Reporter dialog

Figure 13:
|
NetWrix Management Console - File Server Change Reporter - ... B E3
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To set additional schedule options, click Advanced. On the Advanced Schedule
Options dialog, set parameters for the new task.

Figure 14:  Advanced Schedule Options
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b) Use SMTP authentication or SSL. Enable the options depending on your mail server
configuration.
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13. Start NetWrix Enterprise Management Console with integrated reports and support
for multiple computer collections*. Click Start to launch the Console.

14. Click Apply to save your configuration.

On clicking Apply, you will be prompted to enter the credentials for data collection and
report generation:

Figure 15:  Scheduled Task Credentials
= scheduled Task Credentials

Please specify an account to collect your file servers data. The
data collection will be scheduled under this account.

Account name: IENTERPFIISE\adminislrator

e.g.: "DOMAIN\&dministrator or local user name

Password: II

Confirm password: I

0K I Cancel I

Specify the account under which the scheduled task (named NetWrix Management Console -
File Server Change Reporter - <Your Managed Object name>) will collect your file server’s
data and send emails with reports to the specified recipients. Make sure that the account you
specify has the sufficient privileges. For details refer to Section 3.1.6 Required Rights and
Permissions of this guide.

Note: The Freeware Edition only reports on the fact of a file system permission
change (the information about who made the change, what was changed and
when it was changed is not available in this Edition). If you have selected an
option which is unavailable in the Freeware Edition, you will be presented with
the following system message.

Figure 16:  System message
B The following features are unawvailable in the free wersion:

- Long-term archiving

- Advanced reporting [based on SOL SRS)

- Files failed modifications/access reporting

- Filez vergioning and rollback [based on Yolume Shadow Copy)
- Metdpp Filer support

- Large file servers [>500000 fileg) support

- Enterprize Management Console features.

Pleaze contact Mefu/rix for mare infarmation.

4.2 Data Collection and Reporting

This chapter explains how to manually launch a data collection task and generate reports
using NetWrix File Server Change Reporter Standard Configuration mode.

4.2.1 Running Data Collection Task

By default, NetWrix File Server Change Reporter performs data collection at 3:00 AM daily,
and generates reports on all selected access types that were detected. However, you can
manually launch the task named NetWrix Management Console - File Server Change Reporter
- <Your Managed Object name> using the Task Scheduler. Also, you can use the Task
Scheduler to modify the task’s properties (for example, schedule, account, etc.) Each time
the task is run, it collects file server snapshots together with audit data, and sends reports by
email with data on the specified events (successful/failed read access, successful/failed
modification attempts) to the corresponding recipients. The audit data is also saved to the
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SQL Server database (if Advanced Reporting is configured) for further advanced reports
generation.

After the first data collection run, an email notification confirming that the initial analysis
has been completed is sent to the specified recipient(s):

Figure 17:  The Initial Analysis Report

=y 5 &« ¥ |5 NetWrix File Server Access Reporter: Summary Report - Production Servers - Message (HTML) = |8 PS
File I Message A 0
X B3 s P Y v F M > «
@ Ianore x \ X _.4 aMeeting [23 Mantis 2% [ Rules (¥ Mark Unread a& &4 Find ‘\r
¢ . tp To Manager v _—I ,‘;@ OneNote [E Categorize % Related ~
&Ju”k v Delete | Reply Reply Forward &, pore ~ < = Move Translate Zoom
All 1 (3 Team E-mail v ~  [2] Adions v | ¥ Follow Up ~ S lg select ~
Delete Respond Quick Steps ¥ Move Tags % Editing Zoom
From: administrator@enterprise.com Sent: Thu3/1/2012 3;26 PM
To: administrator@enterprise.com
Cc
Subject: NetWrix File Server Access Reporter: Summary Report - Production Servers
-] Message

This is an evaluation version (20 days left). Request a quote.
Initial analysis completed successfully.

You will receive the first report on your file server changes on the next task run.

automatically generated message (server: workstation7.enterprise.local) from NetWrix File Server Change Reporter. Please visit
woww.netwrix.com/ChangeManagement for a complete suite of products for tracking configuration changes on your systems.

e See more about: administrator@enterprise.com DD PN

Then, every time a scheduled data collection task is run, a report on changes that occurred
since the last data collection is sent to the specified recipient(s):
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~ Figure 18:  The Regular Email Report
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From administrator@enterprise.com Sent: Mon 3/12/2012 12:36 PM
To: administrator@enterprise.com
Cc
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Type Type Changed
Removed  File 3/12/2012 1:10:23 AM M.Demminers 10.0.0.114 \Production report\March 2012 managers report.bt none
Removed File M.Demminers Us: ers,.dr istrator\Documents\Production report\March 2012 managers report.bxt none
Added File emm r\Documents\Production report\February 2012.b¢ none
Removed File M.Demminers \Administrator\Documents\Production report\February 2012 updated.be¢ none
Removed  File M.Demminers 114 \Production report\February 2012 none
Added File M.Demminers oduction report\February 2012.b¢ none
Added File M.Demminers oduction report\April none
ed File emminers s cuments\Production report\April 2012 preliminary.bt none
f M.Demminers 110, \Administrator\NTUSER.DAT Date Modnﬁed changed from "2
33-10 0 " to "2012-03-12 08-34-51
AM M.Demminers \Administratorintuser.dat.LOG1 Date Modlﬁed c‘ungej from "2
33-10 0 " to "2012-03-12 08-34-5
File Server Changes Summary
File Server Objects Added 4
File Server Objects Removed B
File Server Object 2
File Server Object: 0
File Server Object: t) 0
File Server Object: 0
n automatically generated mes: a]e\ erver: ok tation7.enterprise.local) from NetWrix File Server Change Reporter. Please visit hitp://www.netwrix.com/Ch t for a complete suite of
pr Jduc!s or tracking configuration changes on your systems
-
By -

If Advanced Reporting is configured (for details, refer to the Section 4.3.1 Configuring
Advanced Reporting Settings in this document), you can click the More reports link in the
email report to view the HTML versions of the reports in your web browser.

4.2.2 Running On-Demand Reports

To generate on-demand reports, you can use the Report Viewer tool available from the Start
menu. Reports will return data on changes made between two selected snapshots.

Note: The scheduled task must run at least 2 times before on-demand reports
become available.

To run an on-demand report, follow the procedure below:
Procedure 6. To run an on-demand report

1. Launch the Report Viewer from the Start menu.
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Figure 19:  NetWrix File Server Change Reporter Viewer
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2. In the NetWrix File Server Change Reporter Viewer dialog, select the file server,

report contents and snapshots by date.
Click the Generate button and select the format in which you to want to get the
report: select either “Generate HTML” or “Generate CRV”.

4. In the Save as dialog, specify the location where the report will be saved. By

default, the report file is saved in the user’s Documents folder.

4.3 Advanced Reporting

With SQL Server Reporting Services deployed, you can also configure the Advanced Reporting
functionality (SSRS-based).

With Advanced Reporting you will be able to:

4.3.1

Use a wide variety of reports to analyze access attempts and modifications on your
file servers; dozens of reports will help you stay compliant with standards and
regulations your organization is subject to (SOX, HIPAA, PCI, GLBA, SAS70, and
others).

Change the report filters to fine-tune data views.
Use a variety of report output formats: PDF, XLS, and others to save the report.
Apply grouping and sorting to report data.

Configuring Advanced Reporting Settings
To configure the Advanced Reporting setting, follow the procedure below:

Procedure 7. To configure Advanced Reporting settings

Launch the Advanced Reporting Configuration wizard. To launch the wizard, click
Configure on the NetWrix File Server Change Reporter configuration dialog. If the
Advanced Reporting settings are being configured for the first time, the wizard will
start. If the Advanced Reporting settings have already been configured, the Reports
Settings screen with the existing settings will be displayed. Click Start to launch the
Advanced Reporting Configuration wizard.
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2. On the first step of the wizard, select whether you want to proceed with the
automatic installation and configuration of SQL Server 2005 Express Edition with
Advanced Services, or use an existing SQL Server instance.

Note: If you use an existing SQL Server instance, make sure that the Reporting
Services feature is installed and configured for this server. For instructions on the
manual installation of SQL Server with Reporting Services required for NetWrix File
Server Change Reporter, please refer to the following technical article: Installing
Microsoft SQL Server and Configuring the Reporting Services. For full installation
and configuration details, please refer to documentation provided by Microsoft.

3. On the next step, do the following:

e If you have selected to install and configure SQL Server 2005 Express Edition with
Advanced Services, wait for the automatic installation and configuration process
to complete.

e |f you have selected to configure an existing SQL Server deployment for reporting,
configure the SQL Server database connection settings.

Figure 20:  The Reports Configuration Wizard
_=Repurts Configuration E

Pleaze specity Microzaft SOL Server databaze and credentials.

Server name: Iworkstatinn?'\S [QLExpress

Databaze: IN etwrix_File_Server_Change_Reporter

Uszermarme: I

FPazsword: I

¥ ‘wWindows Authentication [scheduled tazk account]

SOL Reporting Services URLs
Feport Server: Ihttp:ﬁwnrkﬂation?fﬂeportSewe Werify |

Feport tanager: |http:fﬁwnrk$tation?KF|eport&:ﬁSE! \-"erifyl
MOTE: Report Manager URL iz optional

For inztructions on how to configure SGL Express 2005 to
allows remote connections, visit
hittpe vy support microsoft comd Yecid=kbEN-5-31 4277

£ Back | Mext » I Cancel

Note: A database will be created automatically on the specified server with the
following default name: NetWrix_File_Server_Change_Reporter. By default, it will
be accessed using Windows authentication with the scheduled task account. To use
SQL Server authentication, clear the Windows Authentication check box, and
enter the credentials for the database access.

Enter and verify the URLs of the Reporting Services: Report Server URL and Report
Manager URL. The URLs must be in the following format:
http://<server_name>/<virtual_directory_name>. You can find the correct path
names in the SQL Reporting Services Configuration Manager. To do this, first launch
the SQL Reporting Services Configuration Manager (for MS SQL Express 2005 it will
be Start > All Programs - Microsoft SQL Server 2005 - Configuration Tools >
Reporting Services Configuration) where you can find the virtual directory names
under Report Server Virtual Directory and Report Manager Virtual Directory menu
categories. The default values for these names are “ReportServer$SSQLExpress” and
“ReportsSSQLExpress” respectively.

Copyright © 2012 NetWrix Corporation. All Rights Reserved Page 26 of 68
Suggestions or comments about this document? www.netwrix.com/feedback



http://www.netwrix.com/download/documents/Configuring_Microsoft_SQL_Server_Reporting_Services_Technical_Article.pdf
http://www.netwrix.com/download/documents/Configuring_Microsoft_SQL_Server_Reporting_Services_Technical_Article.pdf

NetWrix File Server Change Reporter Administrator’s Guide

4. Click Next to save your configuration.

On the final screen, review your settings and click Finish. Make sure the account
under which you plan to view reports has sufficient rights for the Home folder.

Figure 21:  The Advanced Report Example

{f‘nll File Server Activities - Report Manager - Windows Internet Explorer
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4 4 of1 b bl [100% x| | Find | next B- @) & B
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Filter for Yalues
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Date/ time to: 2/8/2012 3:03:20 AM
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Sort by: \ihere

UNC Path: k)

Server name: 10.0.0.114

Action Where | Object Type | Who Changed What Changed When Changed o
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vI vI
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To change the Advanced Reporting settings, launch the Advanced Reporting Configuration
Wizard via the Configure button in the configuration utility main window.
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5 WORKING WITH THE ENTERPRISE CONFIGURATION
MODE

The full-featured Enterprise configuration mode is available in the product Enterprise
Edition. Operations with NetWrix File Server Change Reporter are performed via NetWrix
Management Console (implemented as an MMC snap-in) which enables flexible configuration
and management capabilities. With NetWrix Management Console, you can:

¢ Handle numerous Managed Objects (domains, OUs, multiple server collections) with a
single installation;

¢ Manage all NetWrix products configuration and settings via an integrated interface;

o Enable management features for the selected objects in bulk, for example, specify
report generation frequency;

e Use Advanced Reporting with lots of predefined out-of-the-box reports.
To open NetWrix Management Console, navigate to the Start menu, select File Server
Change Reporter, and click Start on the File Server Change Reporter configuration dialog.
Alternatively, select the NetWrix Management Console shortcut =" the Start menu. The
Management Console main page will be displayed:
Figure 22:  NetWrix Management Console

= NetWrix Management Console - [NetWrix Management Console] _[5]x :'
| lslx]

Ju Managed Objects
@ ] Settings T i S — T
@ ] All Sessions ﬂ" Néi T x \ 1=

“— Systems Management and Complianca i ¥ &

Welcome to NetWWrix Management Console!

Start by creating one or more managed objects to define the scope of management: domains, organizational units, servers, and other
entities, Each managed object can have a set of enabled features to control different management aspects

Create New Managed Object
This wizard helps you to create a new managed object and enable required features

5.1 Creating New Managed Object

In NetWrix Management Console, Managed Object is a computer collection that you monitor
for changes. After you have installed NetWrix File Server Change Reporter, you must create a
new Managed Object and perform its initial configuration.

To create and configure a new Managed Object, follow the procedure below:

Procedure 8. To create and configure new Managed Object

1. In NetWrix Management Console, select the Managed Objects node in the left pane.
The Managed Objects page will be displayed on the right.

2. In the right pane, click Create New Managed Object. Alternatively, right-click on the
Managed Objects node on the left and select New Managed Object.
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= NetWrix Management Console - [NetWrix Management Console'Managed Objects]

Figure 23:  The New Managed Object Creation Option

L@ Flle Action View Window Help \_.Jgjz]\

] Al Sessions

jew Managed Object
New Folder

I.ll Né X T \F { ! M1 WIS
I Systems Management and Compliance 4 § i Lo
View »
New Window from Here

Help
| p Managed Objects

Configure managed objects and features. Managed objects can be placed into folders for grouping purposes

yly Create ew Managed Object —
S This wizard helps you to create a new managed object and enable required features

j Create New Folder
Create a folder for grouping of managed objects

Note: For your convenience, you can group Managed Objects into folders. To do
this, right-click on the Managed Objects node, select New Folder, specify folder
name, and then create new Managed Object inside this folder. You cannot move
existing Managed Objects into the folders once they have been created.

3. The New Managed Object wizard will open. On the Select Managed Object Type
screen, select Computer Collection as a new Managed Object type and click Next.

Figure 24:  New Managed Object Wizard

New Managed Dbject Wizard B

. I
; Select Managed Object Type
==

Pleasze select the managed object type from the Following list

Computer
Collection

Generic collection of managed computers

Frevious | Mext I Firizh | Cancel |

4. On the Default Data Processing Account screen, click the Specify Account button to
set a default account (<domain name>\<account name>). This account will be used by
NetWrix File Server Change Reporter for data collection and reports generation.
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Figure 25:  The Default Data Processing Account screen

New Managed Object Wizard [ X]
L
Default Data Processing Account
T

Please select a default account for scheduled data processing and report generation

r=
éﬁ User name: |ENTERPFIISE\adninistralm Specify Account... I

This account will be used by default for all scheduled operations, You can ovenwrite it for
each managed object.

Previous | Next I I Cancel |

When selecting the account, remember that it must be granted the necessary access
rights (see the Section 3.1.6 Required Rights and Permissions in this document).

You can change the default data processing account later if heeded. To change the
account for all Managed Objects in bulk, select Schedule under the Settings node in
the Management Console tree. On the Report Delivery Schedule page, click Change
to open the Default Data Processing Account dialog and edit the account’s
credentials:

Figure 26:  The Default Data Processing Account dialog

Default Data Processing Account E3

- Fleaze zelect a default account for access the neceszsany data, The
data collection will be scheduled under this account.

User name:

ENTERFRISE adminiztrato

FPazzward:

Confirm password:

IMPORTAMNT: The account must be powerful enough to collect
the necesszary data. Please refer to  product documentation or
specify a domain admin account if you are not sure.

ok I Cancel |

To change the default data processing account for each Managed Object individually,
select the required Managed Object in the Management Console tree, right-click it
and select Properties. On the Managed Object Properties dialog, enter new
credentials:
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Figure 27:  The Managed Object Properties dialog
Production Servers Properties

Production Servers settingsz |

Marme: IF'lDductiDn Servers

Management Account

" Default (ENTERFRISE administratar)
* Specified

dser Marme: I

Passuord: I

0k I Cancel | Apply |

5. On the Configure SMTP Server Settings screen, specify the email settings that will be
used by the system to send reports:

Figure 28:  Configure SMTP Server Settings

New Managed Object Wizard [ %]

L]
L Configure SMTP Server Settings

W s Please specify pour SMTP server setlings. Your repoits will be sent via e-mad using this server,

Server name:

[10.001

Post: m
Sender:

|ad:nimtralor@enlerpnse.con~|

[~ Use SMTP authentication

User name:
|

Password:

l

[™ Use Secure Sockets Layer encrypted connection (S5L)

= | Use Implicit SSL. carmeclior mode . [E

Previous | Mext | Finish I Cancel |

6. On the Specify Computer Collection Name screen, enter the computer collection
name and select the Management Account for the Managed Object. You can leave
the default account as the Management Account (the one you set as a default data
processing account), or specify a different account.
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Figure 29:  Specify Computer Collection Name

. .
L Specify Computer Collection Name

Pleaze enter computer collection name:

-
= 5 IProduction Servers

Management Account

All operations with this managed object will be performed under this account, Please make
sure that this account has necessary permissions.

% Default (ENTERPRISE\administrator)
 Specified:

User name: I

Passwaord: I

Previous | Mext I Eitiizh | Cancel |

On the Enable Features screen, select the File Server Change Reporter feature to
monitor your computer collection.

Figure 30:  Enable Features

New Managed Dbject Wizard [ %]

. "
L Enable Features

What features do you want to enable?

Mame |
Installed Features

ﬂ File Server Change Reporter
Available Features

O gj Event Log Manager
O gj S0L Server Change Reporter

Toreceive a new list of available features
Downlaad Feature,. | framn the Netwiis website, click Update. Update |

Previous | Mext I Eitiizh | Cancel |

Note: The Installed Features list contains all features that can be used to monitor
your Managed Object type. If you have other NetWrix change auditing products
installed, the list may contain several items.

The Available Features list contains all features which have not yet been installed
but can be downloaded and configured for the selected Managed Object type.
Select a feature to get additional information about it on NetWrix website and
download an available product version.
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On the Advanced Reporting Settings screen, you must specify the settings that will
be used for Advanced Reporting:

Note:

SQL Server where the product database (with data collected for the
reporting purposes) will be stored;

The URLs of the SQL Server Reporting Services Report Server and the Report
Manager.

For these settings to be applied, make sure the Advanced Reporting option

is enabled (for details refer to the Section 4.3 Advanced Reporting in this
document).

Figure 31:  Advanced Reporting Settings
New Managed Object Wizard x|

. -
L Advanced Reporting Settings
=

—

E_ﬂ Please specify SQL server settings to enable advanced reporting.

SGL Server:
[local)\SQLExpress

User:

Password:

v Windows Authertication

Report Server LIRL:

Ihﬂp:fﬂocalhostfﬂeport ServersSQLExpress Verify
Report Manager URL:

Ihﬂp:fﬂocalhostfﬂeports&SG LExpress Verify

Do not have Microseft SQL Serverinstalled? Fun Advanced Reporting
Corfiguration Wizard to install and configure Microsoft SQL Server Express Run
automatically.

Specify the following:

Previous | Mext I Eirmish | Cancel |
SQL Server: The name of the server where the

NetWrix_File_Server_Change_Reporter database will be created.

Windows authentication. If you select this box, the default data processing
account (specified on the Default Data Processing Account screen of the
New Managed Object wizard) will be used to access the SQL Server
database. To use SQL Server authentication, clear this box and supply user
name and password for SQL Server access.

SQL Reporting Services. Specify the SSRS Report Server and the Report
Manager URL. The URLs must be in the following format:
http://<server_name>/<virtual_directory_name>. You can find the correct
path names in the SQL Reporting Services Configuration Manager. To do
this, first launch the SQL Reporting Services Configuration Manager (for MS
SQL Express 2005 it will be Start > All Programs = Microsoft SQL Server
2005 > Configuration Tools > Reporting Services Configuration) where
you can find the virtual directory names under Report Server Virtual
Directory and Report Manager Virtual Directory menu categories. The
default values for these names are “ReportServerSSQLExpress” and
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“ReportsSSQLExpress” respectively. To check correctness of your entered
values, click Verify.

e Advanced Reporting Configuration Wizard. If you wish to install a SQL
Server, click Run to launch the Reports Configuration wizard which allows
you to install and automatically configure the SQL Server 2005 Express
Edition with Advanced Services.

On the Add Items to Collection screen, select items that you want to monitor.

Figure 32:  Advanced Reporting Settings

MNew Managed Object Wizard
. " .
[ Add Items to Collection

Add managed computers, shares, SQL Server instances and other items to collection,

Items:

Hame | Tupe | Add.. |
! él FileServer Computer
Import.... |
Femove |

Previous | Mexnt I Firiish I Cancel |

On clicking the Add button you will be presented with a menu list allowing you either
to add/browse for a computer name or add/browse for a new shared object. Select
the required item, the corresponding dialog will open.

Figure 33:  Add Computer

Add Computer [ x|
Enter computer name:
é || Browse... |
K I Cancel |

Enter the UNC path to the new shared object.
Figure 34:  New Shared Object

Mew Shared Object

Specify shared object:
é’ || Erawszs... |
)8 I Cancel |

You can also import the computers’ or shared objects’ names list via the Import
button on the Add Items to Collection screen.
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NetWrix File Server Change Reporter supports audit of DFS and clustered file servers.
For details on how to configure these options, refer to the following Knowledge Base
articles: Does NetWrix File Server Change Reporter support DFS? and How to configure
the File Server Change Reporter to audit a clustered file server?

Note: The Enterprise Configuration mode of the Enterprise Edition supports adding
of Windows file shares only. NetApp filer and EMC VNX/VNXe/Celerra are only
configurable and available in the NetWrix File Server Change Reporter Standard
configuration mode of the Enterprise Edition.

10. On the Configure File Server Change Reporter Settings screen, specify the reports
recipients and configure the advanced settings if required.

Figure 35:  Configure File Server Change Reporter Settings
New Managed Object Wizard

L Configure File Server Change Reporter Settings

¥ Enatle File Server Change Repaorting
ﬁ._; Recipients of audit reports on file and folder modifications:

Mame I Add
] administrator@enterprise. com

Edit...

i

Fermonve

ﬁi Recipients of audit reports an file and folder read access

Mame | Add.
| administrator@enterprize.com

Edit...

Hemove

U3

Select types of access you want bo monitor for wour files and folders:

¥ Successfull modifications ¥ Successfull reads

¥ Failed madification attempts V¥ Failed read attempts

Specify advanced zettings: Advanced... |

Previous | Mext I Finish | Cancel |

The Enable File Server Change Reporting box is selected by default; this makes the
product start monitoring your Managed Object as soon as the current configuration
via the wizard is completed. You can also clear this box. In this case you will have to
enable this feature manually later on the File Server Change Reporter general
settings page.

Enter email addresses of reports recipients. There are two types of reports: file and
folder changes (successful and failed attempts) and file and folder read access
(successful and failed attempts). You can have both sent to the same email. The
report recipients grids are enabled depending on the types of events you have
selected for monitoring: successful modifications, successful reads, failed
modification attempts, failed read attempts.

Clicking the Advanced button will open the Advanced Settings form with additional
options which you can apply to the monitored Managed Object.
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Figure 36:  Advanced Settings

-
= 5 File Server Change Feporter advanced settings:

™ Enable netwark traffic compression [
[” Enable large server suppart

MOTE: This option iz recommended to speed up processing of file zervers with 500 000 files or mare
" Enable file versioning and rollback capahbilities [bazed onVolume Shadow Copy]

[T Attach the email reports az & CSV file

ak. | Caticel I

The following settings are available:

e Network Traffic Compression

e Large Servers Support

e Using File Versioning and Rollback Capabilities

e Attach the email reports as a CSV file

11. On the Completing the New Managed Object Wizard screen, check the details and
click Finish.

Figure 37:  Completing the New Managed Object Wizard

New Managed Object Wizard | X|

L Completing the New Managed Object Wizard

e

Details:

Managed object type: _:l
Computer Collection

Computer Collection name:
Production Servers

Recipients of audit reports on file and folder modifications:
administrator@enterprise.com

Recipients of audit reports on read-only file access:
administrator@enterprise.com

Account: ENTERPRISE \administrator

To close this wizard, click Finish.

Previous | Nezt I Finish I Cancel |

As a result, you will be presented with the message informing about successful
configuration completion.
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Figure 38:  NetWrix Management Console Message

MetWrix Management Console E |

. 1 The configuration has been saved successfully,

The report generation has been scheduled. Please expect reports
generated every night and sent to wour e-mail (300 AM by
default),

The Managed Object you have created will appear under the Managed Objects node
in the left pane of NetWrix Management Console. The Managed Object details will
be displayed in the right pane.

Figure 39:  Managed Object General Page

= NetWrix Management Console - [NetWrix Management Console’,Managed Objects'\Production Servers ]

@ Fle Achon  View Window  Help |-|5‘|_|
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-4'5 Production Servers

Click to wiew a list of managed computers: tanaged Computers |
This ranaged ohject contains 1 of 3 features configured. Manage features: Add/Femove Features |

File Server Change Reporter Status

F & status: Successfully configured

Click Run to collect the initial snapshat. or wait until the scheduled run [3:00 4M by default)

Run Stop |

The Managed Object General tab displays the following options:

e Managed Computers: Click this button to view and edit a list of managed computers
belonging to this Managed Object.

e Add/Remove Features: Click this button if you wish to add or remove some particular
feature for this Managed Object.

e Run: Click this button to manually launch a data collection task.

e Stop: Click this button to stop a data collection process.
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5.2 Modifying Managed Object Settings

This section explains how to change the settings of an existing Managed Object (computer
collection).

5.2.1 Editing Managed Computers List
To edit the list of computers added to a selected Managed Object:
Procedure 9. To edit managed computers list

1. In the left pane of NetWrix Management Console, expand the Managed Objects node
and select the required Managed Object. Its details will be displayed in the right
pane. Select the Computers tab or click the Managed Computers button. The list of
computer collection items currently added to the Managed Object will be shown on
the Computers page.

Figure 40:  Computer Collection Page

= NetWrix Management Console - [NetWrix Management Console',Managed Objects'Production Servers ]

@ File Action View Window Help ‘ =18 x|
Rl Al fe0
‘," NetWrix Management Console " General  Computers
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] g File Server Change Reporter [ - - — }
@ ] Settings 'nN@ ,\<’j"j': NANNANT I 2 fe
& | ] All Sessions I_L Systems Management and Complianca IVICGTIGL ST I ICHT IL LT 1O\WVIC
-4'5 Computer Collection
Click to view and edit collection settings: General Settings |
Add managed computers, shares, SQL Server instances and other items to collection.
Ttems:
Name: [ Type [ Add...
§‘, FileServer Computer
Import...
Remove

2]

2. Use the following buttons to edit the list:
e Add: Click this button to add a new computer to the collection.

e Import: Click this button to import computer names from a file (a *.txt file with one
entry per line).

o Remove: Use this button to delete a computer from the list.

5.2.2 Modifying Feature Settings

In the left pane of NetWrix Management Console, expand the Managed Objects node, expand
the required Managed Object’s node and select File Server Change Reporter. The page with
general feature settings will be displayed on the right:
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@' File  Action  Wiew Window  Help

=1 NetWris Management Console - [NetWrix Management Console’Managed Objects',Production Servers “File Server Change Reporter]

Figure 41:  NetWrix File Server Change Reporter

le=2=H =

';1 Metitrix Management Console
= | fa Managed Objects
[ “4 Production Servers
é File Server Change Reporter
._] Settings
|| All Sessions

& Systems Management and Compliance

;-E File Server Change Reporter

1 INetWrix

Reports and audits on file server access and delivers detailed information on a daily basis.

¥ Enable File Server Change Reporter

@_: Recipients of audit reports on file and folder modifications:

Name [ Add
| administrator@enterprise. com
Edit... |
Femove |
@_: Recipients of audit reports on file and folder read access:
Name [ Add |
| administrator@enterprise. com
Edit... |
Femove |
¥ Suceessfull modifications ¥ Successhull reads
V¥ Failed modification atternpts ¥ Failed read atternpts
™ Enable netwark traffic cnmplessinna ¥ Attach the email reports as a CSV file
[ Enable large server support
MOTE: This option iz recommended to speed up processing of file servers with 500 000 files or more
[” Enablz file versioning and rallback capabiities (based on Yaolume Shadow Copy)
Netdpp Filer connection settings: Configure
4 | &

On the File Server Change Reporter page, you can add, edit or remove reports recipients’
email addresses, enable or disable the required types of access you want to monitor, and
select additional options. For detailed descriptions of the additional options available on this
page, refer to Section 6 Additional Configuration.

5.3

Configuring Global Settings

NetWrix Management Console provides a convenient interface for configuring the settings
that will be applied to all existing Managed Objects and all NetWrix features enabled for
these Objects. This chapter provides detailed instructions on how to configure the global

settings.

To access the Global Settings configuration options, expand the Settings node in the left
pane. The Settings page with available options will be displayed on the right:
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Figure 42:  Global Settings

=INetWrix Management Console - [Netwrix Management ConsolelSettings]

' Fle Action View ‘Window  Help

== s

S Metwrix Management Console
El | ja Managed Objects
=1 % Production Servers

File Server Change Reporter
=0

&) Schedule

I5L E-mail Settings

1, Repositary
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Sy E-rail Setting
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Settings

Configure common settings for all console components.

Frequency of data collection and report generation, default account for data collection.

Commen e-mail settings used by all campanents to send reports and netifications,

Repository

Location and retention settings for compressed file-based storage of collected data.

Reporting

Database and settings of advanced reporting based on SQL Server Reporting Services.

The following Global Settings are available:

. Schedule

. E-mail Settings
. Repository

° Reporting

5.3.1 Configuring Task Schedule

To access the Schedule settings, click Schedule on the Settings page or select the Schedule
node under the Settings node in the left pane:
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@ File Action View Window Help

='NetWrix Management Console - [NetWrix Management Console'\Settings'Schedule]

Figure 43:  Schedule Settings
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Schedule Triggers:
At 3:00 AM every day, starting 12/27/2011

Change..

Default Data Processing Account

g User name:  ENTERPRISE\administrator

Change ...

By default, data collection and report delivery is scheduled to run daily at 3:00 am.

To add a new schedule task click Change. If you want the task to run from a specific account,
modify the Default Processing Account by clicking the corresponding Change button.

5.3.2 Configuring E-mail Settings

To access the SMTP settings, click E-mail Settings on the Settings page or select the E-mail
Settings node under the Settings node in the left pane.

@ File Action View Window Help

= NetWrix Management Console - [NetWrix Management Console',Settings‘E-mail Settings]

Figure 44:  E-mail Settings

Lo A ol ? e
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= fa Managed Objects
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[ M File Server Change Reporter -
=l ) Settings L_l—
(& Schedule ~
o E-mail Settings
1, Repository @
|4 Reporting AL .j X
12 All Sessions | SMTP Server Settings
2 ==
The following SMTP settings are used to send the e-mail reports:
Server name: enterprise.com Configure
Port number: 25
Sender: administrator@enterprise.com
Use SMTP authentication: Disabled
User name:
Use SSL: Disabled
Use implicit SSL: Disabled
‘ 1 &

Click Configure to open the Configure SMTP Settings dialog:
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Figure 45:  Configure SMTP Settings

Configure SMTP Settings E3

= Specify SMTP server settings that Netwrix Management Console
- will use for sending e-mail reports.

Server name:

Sender.

I administrator@enterprise.com

I” Use SMTP authentication

User name:

Password:

Io"o....cooooo..ooo'.o.o

™ Use Secure Sockets Layer encrypted connection (S5L)
I~ | Use Implicit S51 connectionmode. [

0K I Cancel |

Populate the fields with the relevant data. If your SMTP server needs authentication, check
Use SMTP authentication and enter the required user name and password. If your SMTP
server needs an SSL-encrypted connection, select the corresponding option.

5.3.3 Configuring Repository Settings

Data collected by the product is saved locally in Audit Archive, a file-based storage, for the
archiving purpose in accordance with the retention period you specify. To access the
Repository settings, click Repository on the Settings page or select the Repository node
under the Settings node in the left pane.

Figure 46:  Repository Settings

= NetWrix Management Console - [NetWrix Management Console\Settings'Repository]

e zm]H
%Y Netwrix Management Console
=l ju Managed Objects
(= 4 Production Servers
# @ File Server Change Reporter
B[] Settings
(& Schedule
3 E-mail Settings
1, Repository S
14 Reporting d
® | AllSessions :

Repository Settings

Processed data is saved in the file-based archived storage

Store data in:
|C:\ProgramD ata'\Netwiix\Management Console\D ata

Browse.
You can control the size of the repository by configuring a retention policy:
¥ Enable long-term archiving for: 24 months
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NOTE: This setting will not affect the repository retention setting above.
Apply
4| |

e Specify the path to the repository (default is <%All users\Application
Data%>\NetWrix\Management Console\Data).

e To change data retention settings, select Enable long-term archiving for <n>
months, and specify the required value (default is 24 months).
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You can also use the Session retention field to specify the period when the data is
available for review (default is 60 days).

5.3.4 Configuring Reporting Settings

To access the Advanced Reporting settings, click Reporting on the Settings page or select the
Reporting node under the Settings node in the left pane.

Figure 47:  Advanced Reporting Settings
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SQL Reporting Services
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Report Manager URL: http-/flocalhostReportsSSQLExpress
Configure.
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To change your SQL server settings, click Configure. The following dialog will appear:

Figure 48:  Configure Advanced Reporting

Configure Advanced Reporting x|

v Enable Advanced Reporting
Fleaze specify Microsoft SQL Server database and credentials.
You can install MS SQL Express 2005 with Advanced Services

Server name: I localhost ' SCLExpress

Lzemame: I

Password: I

¥ Use Windows authertication (scheduled task accourt)

SGL Reporting Services

Beport Server URL: Ihﬁp:f"ﬂncalhnstfﬂepnrtSer Werify |

Feport Manager URL: |hrtp:fﬂncalhnstfﬂepnrt55 Werify |
Mote: Report Manager URL is optional

Advanced Reporting Corfiguration Wizard: Start |
ok | concel |

S0L Express 2005 note: the following article explaing how to
corfigire SQL Bxpress 2005 to alow remote connections:
bt/ A support microseft . com. scid=kch;EM-US: 514277

On the Configure Advanced Reporting form, you can modify the following:

e SQL Server name. The name of the server where the NetWrix File Server Change
Reporter database will be created.
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e Use Windows authentication. If you select this box, the default data processing
account (specified on the Default Data Processing Account screen of the New
Managed Object wizard) will be used to access the SQL Server database. To use SQL
Server authentication, clear this box and supply user name and password for the SQL
Server access.

e SQL Reporting Services. Specify the SSRS Report Server and the Report Manager URL.
The URLs must be in the following format:
http://<server_name>/<virtual_directory_name>. You can find the correct path
correct folder names in the SQL Reporting Services Configuration Manager. To do this,
first launch the SQL Reporting Services Configuration Manager (for MS SQL Express
2005 it will be Start > All Programs - Microsoft SQL Server 2005 - Configuration
Tools > Reporting Services Configuration) where you can find the virtual directory
names under Report Server Virtual Directory and Report Manager Virtual Directory
menu categories. The default values for these names are “ReportServerSSQLExpress”
and “ReportsSSQLExpress” respectively. To check correctness of your entered values,
click Verify.

e Advanced Reporting Configuration wizard. If you wish to install a SQL Server, click
Start to launch the Reports Configuration wizard which allows you to install and
automatically configure SQL Server 2005 Express Edition with Advanced Services.

5.4 Data Collection and Reporting

This chapter provides instructions on how to perform data collection and generate reports
using NetWrix Management Console.

5.4.1 Running Data Collection Task

By default, NetWrix File Server Change Reporter runs data collection (scans the monitored
servers for changes) at 3:00 AM every day, and generates reports on all changes that were
detected.

To manually start a data collection task, expand the Managed Objects node in NetWrix
Management Console, select your Managed Object and click Run on the Managed Object
General tab in the right pane:
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Figure 49:  Managed Object General Settings
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Then file server audit data will be collected and reports will be sent by email to the specified
recipients. The task session information can be examined using NetWrix Management

Console, as described in Section 5.4.2 Viewing Task Session Results.

5.4.2 Viewing Task Session Results

All task operation information is shown in NetWrix Management Console under the Sessions

node.

To view a session’s details, expand the Managed Object node in the Console left pane, then
navigate to <your Managed Object> node - File Server Change Reporter - Sessions and
pick a particular session. The Session page will be displayed with the details and options

available.
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Figure 50:

Session Details
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For each selected session, you can review the following information:

e Session status: Success, Warning, Error, or Fatal Error. Fatal Error occurs if data
collection failed to start due to an incorrect account, remote computer powered off,
or other reason specified in the Details grid on the Session page.

e Type: the name of the feature that processed data during the selected session (in this
case, File Server Change Reporter).

e File Server: the list of servers included into the Managed Object collection processed
during the session.

e Details: detailed information about the audit data collection results.

To generate a report based on data collected during the selected session, use the settings in
the lower pane on the right:

e Server name. Select the file server whose data will be included in the report.

e Contents list. Select the type of events to report on: successful modifications, failed
modification attempts, successful read access, or failed read attempts.

Click the Run button to launch the report generation process. From the button’s drop-down
menu select to run the report either in the HTML or CSV format. The report will be generated
and displayed in the selected format.

To see a report generated earlier, click View report (if the report has no history, it will be
generated first and then displayed).
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5.4.3 Viewing Scheduled Reports

After the first data collection run, an email notification confirming that the initial analysis
has been completed is sent to the specified recipient(s).

Figure 51:  The Initial Analysis Report
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Then, every time a scheduled data collection task is run, a report on changes that occurred
since the last data collection is sent to the specified recipient(s):

Figure 52:  The Regular Email report
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products for tracking configuration changes on your systems.
v
~
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If Advanced Reporting has been configured (as described in the Section 5.5 Advanced
Reporting of this document), you can click the More reports link from this email report to
view HTML reports in your web browser.

5.4.4 Running Ad-hoc Reports

To generate an Ad-hoc report, expand the Managed Object node in the Console left pane,
expand the required Managed Object’s node, then expand the File Server Change Reporter
node, and select Ad-hoc Reports. The page with report filters will be displayed.

L"I File Action View Window Help

es 2 EHD

=NetWrix Management Console - [NetWrix Management Console'Managed Objects'Production Servers'File Server Change Reporter'Ad-hoc Reports]

%Y Netwrix Management Console
=) | ja Managed Objects
= 4 Production Servers
= 4 File Server Change Reporter
)l Ad-hoc Reports
[ [ Advanced Reports
B ] Sessions
J Wednesday, February 08, 2012
=l ] Settings
& Schedule
3 E-mail Settings
1, Repository
|4 Reporting
@ ] All Sessions

Figure 53:  Ad-hoc Report Filters
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Contents: ISuccesslu\l modifications |

Click Run to generate report

Run ~ Stop

View report

You can specify the following report parameters:

e File server. Specify the name of a file server whose data will be included in the

report.

o Date range. Specify the required period; by default the period between the last two
data collection sessions is set.

¢ Contents. Select the type of events you wish to receive a report on.

Set the required filter values and click Run. From the button’s drop-down menu select to run
the report either in the HTML or CSV format. The report will be generated and displayed in
the selected format. To cancel the report generation process, click Stop.

5.5 Advanced Reporting

With SQL Server Reporting Services deployed, you can also configure Advanced Reporting
(SSRS-based). In this case, you can use the following advantages of Advanced Reporting:

e Use a wide variety of reports to analyze access attempts and modifications on your
file servers; dozens of reports will help you to stay compliant with standards and

Copyright © 2012 NetWrix Corporation. All Rights Reserved

Page 48 of 68

Suggestions or comments about this document? www.netwrix.com/feedback




NetWrix File Server Change Reporter Administrator’s Guide

regulations your organization is subject to (SOX, HIPAA, PCI, GLBA, SAS70, and
others).

e Change report filters to fine-tune the data view according to your needs.
e Apply one of the most commonly used formats: PDF, XLS and others to save a report.
e Apply grouping and sorting to report data, and so on.

5.5.1 Configuring Default Advanced Reporting Settings

To access the default Advanced Reporting settings, click Reporting on the Settings page or
select the Reporting node under the Settings node in the NetWrix Management Console left
pane. Then click Configure on the right pane. The Reports Configuration Wizard will be
launched. The wizard helps you configure Advanced Reporting settings which will be used by
default.

Figure 54:  Advanced Reporting Settings
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To configure Advanced Reporting setting, follow the procedure below:

Procedure 10. To configure Advanced Reporting settings
1. Launch the Advanced Reporting Configuration wizard.

2. On the first step of the wizard, select whether you want to proceed with the
automatic installation and configuration of SQL Server 2005 Express Edition with
Advanced Services, or use an existing SQL Server instance.

Note: If you use an existing SQL Server instance, make sure that the Reporting
Services feature is installed and configured for this server. For instructions on the
manual installation of SQL Server with Reporting Services required for NetWrix file
Server Change Reporter, please refer to the following technical article: Installing
Microsoft SQL Server and Configuring the Reporting Services. For full installation
and configuration details, please refer to documentation provided by Microsoft.

3. On the next step, do the following:

e If you have selected to install and configure SQL Server 2005 Express Edition with
Advanced Services, wait for the automatic installation and configuration process
to complete.

e If you have selected to configure an existing SQL Server instance for reporting,
configure the SQL Server database connection settings:
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Figure 55:  The Reports Configuration Wizard
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Note: A database will be created automatically on the specified server with the
following default name: NetWrix_File_Server_Change_Reporter. By default, it will
be accessed using Windows authentication with the scheduled task account. To use
SQL Server authentication, clear the Windows Authentication check box, and
enter the credentials for the database access.

Enter and verify the URLs of the Reporting Services: Report Server URL and Report
Manager URL. The URLs must be in the following format:
http://<server_name>/<virtual_directory_name>. You can find the correct path
names in the SQL Reporting Services Configuration Manager. To do this, first launch
the SQL Reporting Services Configuration Manager (for MS SQL Express 2005 it will
be Start > All Programs > Microsoft SQL Server 2005 - Configuration Tools >
Reporting Services Configuration) where you can find the virtual directory names
under Report Server Virtual Directory and Report Manager Virtual Directory menu
categories. The default values for these names are “ReportServerSSQLExpress” and
“ReportsSSQLExpress” respectively.

4. Click Next to save your configuration.

On the final step, review your settings and click Finish. Make sure the account under
which you plan to view the reports has sufficient rights for the Home folder.

You can also configure Advanced Reporting Settings via the Advanced Reporting Settings
page in the Management Console. To access the page, in the left Console pane expand the
Managed Object node, then expand <your Managed Object name> node, select File Server
Change Reporter and then Advanced Reports. Open the Settings tab on the right pane:

Copyright © 2012 NetWrix Corporation. All Rights Reserved Page 50 of 68
Suggestions or comments about this document? www.netwrix.com/feedback




NetWrix File Server Change Reporter Administrator’s Guide

Figure 56:  Advanced Reporting Settings
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On the Advanced Reporting Settings screen, you can modify the required settings by
selecting the relevant option as well as run the Reports Configuration wizard.

You can view the reports either on the Management Console page or by using your web

browser. On the Advanced Reporting Settings page, click Navigate under Web-based
Reporting. The SQL Database Access page will be displayed.

Figure 57:  SQL Server Reporting Services
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Select the folder of the report you want to generate and set the required parameters. Click
View Report to get the report:
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Figure 58: = Example of the Advanced Report

f;('."AII File Server Activities - Report Manager - Windows Internet Explorer

@A - |g http:,I’J‘wnrkstat\onTiReports_SQLEXPRESS.I’Pages,I’Rapor\j el X I Bing
73 Favarites | §;$ Suggested Sites » @ | web Slice Gallery =
(& AlIFile Server Ackivities - Report Manager | |

fi} = E - | = - Page = Safety + Tools = |®|v
Home = MetWwrixz File Server Change Reporter = All Activity > all File Server Activities

Home | Site Settings | Help :I

|2./8.22012 3:103:20 AM :ﬁ View Report |
Whao Changed Sort I—_I
(DomainyUser): 2 By Where -

UNC Path: |% ﬁe”’ef |10.0.0.114 [+]
ame: e

From: |2/7/2012 3:03:20 AM H To:

4]

I»]
—

K4t oft b bl [100% =l | Find | Hext B~ & @& B

Heiliic File Server Change Reporter

All File Server Changes

Shower alf activitior defected on File rerver(s).

Filter for Yalues

Date/time from: 2772012 2:03:20 &M
Date/time to: 2872012 3:03:20 &M
who changed: %

Sort by: ‘Where

UNC Path: b

Server name: 10.0.0.114

Action Where | Object Type | Who Changed What Changed

Success  |10.0.0.11 [Share ENTERPRISEVAdmin |\Shared Repotts
4 istrator

When Changed o
2/82012 3:00:31 AM

vI vI
Done l_l_l_l_l_l_ml . Trusted sites | Protected Made: OFF L | HA00% -

5.5.2 Modifying Advanced Reporting Settings

To change the default Advanced Reporting settings, in NetWrix Management Console left

pane, select Managed Objects = <your Managed Object name> - File Server Change
Reporter - Advanced Reports, and open the Settings tab.

Select the Enable SQL Server reporting option if required.

Figure 59:  Advanced Reporting Settings
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The following options are available:

e To customize the current values, select the Customize option, then specify the

necessary values:
o Enter SQL Server and product database names

Note: If you have multiple NetWrix products deployed, consider that each of them
must use a separate database. Databases can be located on the same SQL server.

o If you want to connect to the database using SQL Server authentication, supply
access credentials

Note: Alternatively, you can use Windows Authentication to connect to the
database - if this option is selected, the account specified at Run As for the

scheduled task will be used.

o Enter the SSRS Report Server and Report Manager URLs and click Verify.
0 You can also click Run Wizard and follow the wizard’s steps (for example, to
install SQL Server Express). For details, refer to the Section 5.5.1 Configuring

Default Advanced Reporting Settings.

e To upload a set of predefined report templates to the Report Server, in the Web-
based Reporting section, click Upload.

e To launch a web browser and open the reports in Report Viewer, click Navigate.

To save the updated configuration, click Apply.
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6 ADDITIONAL CONFIGURATION

The following additional configuration options are available:

e Network traffic compression

e Large server support

e File versioning and rollback capabilities (based on Volume Shadow Copy)

e Editing Report Delivery Schedule

e Including and Excluding Data From Reports

e |mporting Changes That Occurred Between Two Snapshots

e Creating Custom Reports

6.1 Network Traffic Compression

The network traffic compression option is recommended for slow connections and distributed
multi-site networks. When enabled, a light-weight agent is executed remotely on each file
server to collect and compress audit data before transfer. The program is executed only on
schedule and completes quickly (usually, it takes several minutes). This results in almost 100
times less data transferred with minimal impact on target computers’ performance.

To enable this option in the Freeware Edition select the option in the configuration dialog:
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Figure 60:  NetWrix File Server Change Reporter Configuration
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To enable the option in the Enterprise Edition you can either select this option on the
configuration dialog, or on the NetWrix File Server Change Reporter settings page. To access
the page, in the NetWrix Management Console left pane, select Managed Objects = <your
Managed Object name> - File Server Change Reporter. The NetWrix File Server Change
Reporter settings for the selected Managed Object will be displayed on the right:
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NetWrix Management Console - [NetWrix Management Console\Managed Objects\Production Servers\File Server Change Reporter]

@' Fle Action View Window Help
@ 2m| HE e

Figure 61:  File Server Change Reporter Settings
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-

For the Enterprise Edition, this option is also available on the Configure File Server Change
Reporter Settings screen of the New Managed Object wizard. On clicking the Configure
button on this screen the Advanced Settings form will appear with the option’ selection box.
To enable the option, tick the box and click OK.

Note:

Figure 62:  Advanced Settings

Advanced Settings | X]

.)'_5 File Server Change Reporter advanced settings:

| IV Enable network traffic compression (£ |

™ Enable large server support
NOTE: This option is recommended to speed up processing of file servers with 500 000 files or more

™ Enable file versioning and rollback capabilities (based on Volume Shadow Copy)

™ Attach the email reports as a CSY file
0K I

Cancel |

This option can only be applied to the monitored servers with a Windows

operating system.

6.2 Large Servers Support

If you manage large servers, you can use an additional option provided by NetWrix File Server
Change Reporter. The Enable large server support option is recommended to speed up data
collection from file servers storing a large amount of data (500 000 and more files).

To access this option, expand the required Managed Object node in the left NetWrix
Management Console pane and select the File Server Change Reporter node. The option’s
box “Enable large server support” will be displayed on the File Server Change Reporter
settings page on the right.
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Figure 63: = Management Console

= NetWrix Management Console - [NetWrix Management Console\Managed Objects'Production Servers \File Server Change Reporter]
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This option is also available on the Configure File Server Change Reporter Settings screen
of the New Managed Object wizard. On clicking the Configure button on this screen the
Advanced Settings form will appear with the option’ selection box. To enable the option,
tick the box and click OK.

Figure 64:  Advanced Settings

Advanced Settings

.2'5 File Server Change Reporter advanced settings:

V' Enable network traffic compression

[V Enable large server support
NOTE: This option is recommended to speed up processing of file servers with 500 000 files or more

™ Enable file versioning and rollback capabiliies (based an Yolume Shadow Copy)

[~ Attach the email reports as a CSY file
oK I Cancel |

Note:  This option is available in the Enterprise Edition only.

6.3 Using File Versioning and Rollback Capabilities
NetWrix File Server Change Reporter provides file versioning and rollback capabilities.

Enable this option to create rollback points basing on the Volume Shadow Copy technology. If
any data, file or permission is changed or deleted, you will always be able to perform a
rollback of these actions. For detailed instructions on how to perform rollback, refer to the
technical article How to Perform File System Backup and Restore with NetWrix File Server
Change Reporter.

To enable the option, expand the required Managed Object node in the left NetWrix
Management Console pane and select the File Server Change Reporter node. The option’s
box “Enable file versioning and rollback capabilities (based on Volume Shadow Copy)” will
be displayed on the File Server Change Reporter settings page on the right:
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Figure 65:  File Server Change Reporter Settings
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This option is also available on the Configure File Server Change Reporter Settings screen
of the New Managed Object wizard. On clicking the Configure button on this screen the

Advanced Settings form will appear with the option’ selection box.

tick the box and click OK.
Figure 66:  Advanced Settings

To enable the option,

Advanced Settings E3

.1'.5 File Server Change Reporter advanced settings:

¥ Enable network traffic compression a

" Enable large server support

NOTE: This option is recommended to speed up processing of file servers with 500 000 files or more

IF" Enable file versioning and rollback capabilities [based on Yolume Shadow Copy) ]

™ Attach the email reports as a CSV file
0K I

Cancel |

Note:  This option is available in the Enterprise Edition only.

6.4 Editing Report Delivery Schedule

You can set a particular task schedule for all Managed Objects in bulk, or fine-tune scheduled
tasks for each Managed Object individually. For details on how to set a task schedule for all

Managed Objects, refer to Section 5.3.1 Configuring Task Schedule.

To edit a scheduled task for your Managed Object on Windows 2008,

follow the procedure

below. NetWrix File Server Change Reporter uses a standard Windows scheduled task called

‘NetWrix Management Console - File Server Change Reporter -
Your_x0020_Computer_x0020_Collection’.
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To edit scheduled task on Windows 2008

Navigate to the Start menu = Administrative Tools = Task Scheduler and select
the required NetWrix Management Console task.

Procedure 11.
1.

Figure 67:  Task Scheduler
@ Task Scheduler
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i) Disable All Tasks History

% New Folder...
Wiew »
o v | 6 Refresh
H Hep
General | Triggers | Actions | Conditions | Settings | History |
Nome:  [NetWrix Management Console S ———
b Run
Location: %
=
Buthor.  administrator
Disabl
Description: ¥ Deable
Export..

@ Properties
K Delete
H ree

Security aptions

When running the task, use the following user account:
ENTERPRISE\administrator

£ Run onlywhen user is logged on
% Runwhether user is logged on or nat

I~ Do nat stare password. The task will only have access to local resources
[7 Runwith highest privileges

™ Hidden Configure for:

Wind s Server™ 2003, Windows® XP, or Windows & 2000

IEl
\ \
2. Double-click the task, and go to the Triggers tab on the displayed Properties form.
Click the Edit button.

Figure 68:  Task Properties

 NetWrix Management Console Properties (Local Computer) B
"General Triggers |Actions| Conditionsl Settingsl Histor},n'l

Wifhen you create a task, you can specify the conditions that will trigger the task,

Trigger

Details Status |

Erabled

Mew.., Edit... Delete

04 I Cancel

3.

On the Edit Trigger form, define the required settings to fine-tune your task
schedule.
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Figure 69:  Edit Trigger
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Procedure 12. To edit scheduled task on Windows 2003

1. Navigate to the Start menu - Settings > Control Panel - Scheduled Tasks and
select the NetWrix Management Console task. The scheduled task dialog will appear:

Figure 70:  NetWrix Scheduled Task
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Task |Schedu|e| SEttingxl SEcurityI

D CAWINDOMWSAT asks\Mebw/ris Management

Bur:

Browse. .. |
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LComments:
Fiun a3 CORPadministrator Set pazswaord..

[~ Bur only if logged on
¥ Enabled [zcheduled task runs at specified time]

Ok, I Cancel Lpply

2. Go to the Schedule tab to define the required task period and time settings.
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Figure 71:  NetWrix Scheduled Task
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3. Click Advanced to access advanced schedule options.

Figure 72:  Advanced Schedule Options
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4. Click OK to apply the changes and close the form.

For the Freeware Edition, you can modify task schedule by selecting the Advanced button for
the Additional product configuration on the Configuration utility dialog.
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Figure 73:  NetWrix File Server Change Reporter Configuration
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On the Advanced Options form displayed, click Change and define the required schedule
settings.

Figure 74:  Advanced Options
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You can also edit the Schedule task by clicking Schedule on the Settings page or selecting
the Schedule node under the Settings node in the NetWrix Management Console left pane.
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= NetWrix Management Console - [NetWrix Management Console',Settings]

Figure 75:  Management Console
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Configuration via Global Settings will affect all Managed Objects.

6.5 Including and Excluding Data from Reports

To fine-tune data collection and reporting, change the required configuration files located in
the product installation folder. The files must be added with one entry per line. The
following configuration files are available:

To exclude object types from vyour reports, add the types’ names to the
omitobijlist.txt file.

To exclude particular objects (files, folders of shares) from your reports, specify their
UNC paths in the omitpathlist.txt file.

To exclude particular attributes from reports, add attributes’ names to the
omitproplist.txt file.

To prevent saving information about certain objects to the Audit Archive, specify the
UNC paths to these objects in the omitstorelist.txt file.

To prevent saving information about certain attributes to the Audit Archive, specify
attributes’ names in the omitstireproplist.txt file.

To prevent saving information about certain users’ to the Audit Archive, specify their
names in the omitstoreuserlist_fs file.

To exclude particular users from vyour reports, specify their names in the
omituserlist_fs file.

To change attributes’ display names in your reports, edit these names in the
propnames.txt file.

6.6 Importing Changes That Occurred Between Two
Snapshots

Database Importer allows you to import data on file server changes that were made between
two snapshots to a SQL server database for advanced analysis through Microsoft SQL Server
Reporting Services.

To launch the Database Importer navigate to Start > All Programs->NetWrix->File Server
Change Reporter->DB Importer.

This option can only be applied if at least 2 data collection tasks have run.
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Figure 76:  File Server Change Reporter DB Importer
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More compliance and identity management solutions...

On the File Server Change Reporter form, specify the file server whose changes need to be
imported, select the snapshots’ sessions and specify the server and database, where you
want to import the data. To start the process, click Import. Data will be imported from a
local repository to the specified SQL Server.

In most cases the use of Database Importer is not required, because data is imported
according to the schedule and is automatically written to the specified database if the
corresponding option is selected.

However, you may need to manually import data when, for example, the database fails, or
some other error occurs.

6.7 Creating Custom Reports

You can create custom reports via Microsoft SQL Reporting Services Report Manager. The
tables below describe the database structure used by NetWrix File Server Change Reporter.
You can use this information to build custom reports that extract and display the required
data.

Make sure you have selected Report Manager during the installation of Microsoft SQL Server.
Otherwise, custom reporting will not be available.

To access Microsoft SQL Reporting Services Report Manager, use the URL you specified in
the Advanced Reporting Settings, then click Report Builder to start creating reports.

Figure 77:  Report Manager
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NetWrix File Server Change Reporter database structure includes the following tables:

o DBVersion

e Sessions

o Changes

e PropChanges

DBVersion
Identifies the database format version. Used for compatibility checking.

Column Data Type Description
Productid int Primary key
ProductName  nvarchar(255) Contains the product name that has collected the data to this database: File Server

Change Reporter.

DBVersion int Database format version. The current version must be 1.

Sessions

Contains all data collection sessions (new session is created every day by default). All
detected changes are linked to sessions.

Column Data Type Description
Sessionld int Primary key
Productld int Contains the product ID that has collected the datavdurmg FhlS session. For NetWrix File
Server Change Reporter this value is 1.
Date DATETIME Data collection session start time.
Changes

Contains details of all changes (object name, type, who changed, when changed, etc.) made
to all file server objects.

Column Data Type Description
Changeld int Primary key
Productld int For NetWrix File Server Change Reporter this value is 1
Sessionld int Foreign key to Sessions. Sessionld.
ObjectPath nvarchar(255) Full file server object path.
ObjectType nvarchar(255) Active Directory object class (e.g. user, organizationalUnit, etc.).
Change type:
1. Added
2. Removed
; 3. Modified
What t
a " 4. Add (Failed Attempt)
5. Remove (Failed Attempt)
6. Modify (Failed Attempt)
7. Successful reads
8. Failed read attempts
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Who nvarchar(255) User account under which the change was made.

Where nvarchar(255) Name of the file server to which the change was made.

When DATETIME Date and time when the change was made.
PropChanges
Contains changed attributes and values for modified file server objects.
Column Data Type Description
PropChangeld int Primary key
Changeld int

Foreign key to Changes.Changeld

PropName  nvarchar(255) Changed file server attribute name

nvarchar(255)
PropNamelnt Internal attribute name
NOT NULL
IsMultiValue int Attribute type. This value defines meaning of BeforeValue and AfterValue fields
For single-valued attributes contains previous attribute value, for multi-valued contains
BeforeValue ntext .
removed items (e.g. removed group members)
For single-valued attributes contains new attribute value, for multi-valued contains added
AfterValue ntext

items (e.g. added group members)

NetWrix offers you the Custom Reporting Pay Service, via which you can order any custom
report directly from NetWrix. Contact NetWrix for details.
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APPENDIX: MONITORED OBJECT TYPES AND ATTRIBUTES

The following table provides a full list of all objects and attributes monitored by NetWrix File
Server Change Reporter.

Table 7: The NetWrix File Server Change Reporter Monitored Objects

Object Type Attributes
File e  Attributes
e  Security
o Size

e Date Created
e Date Modified

Folder e Security

e Attributes

e Date Created
e Date Modified

Share e Share Permissions*

e  User Limit*

e Local Path*

e Root Folder Security
e Attributes*

e Date Created

e Date Modified

* These attributes cannot be monitored if the Large server support option is enabled.
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B

APPENDIX: RELATED DOCUMENTATION

The following table lists all documents available to support NetWrix File Server Change

Reporter:

Table 8:

Related Documentation

Document Name

Overview

NetWrix File Server Change Reporter
Administrator’s Guide

The current document provides detailed
instructions on how to configure and use
NetWrix File Server Change Reporter

NetWrix File Server Change Reporter
Quick Start Guide for the Enterprise
Edition

The guide provides instructions on how to
start working with the program quickly and
easily.

NetWrix File Server Change Reporter
Quick Start Guide (Freeware Edition)

The document is intended for evaluation of
the product Freeware Edition. It provides
instructions on how to start working with the
program quickly and easily.

NetWrix File Server Change Reporter
Troubleshooting Guide

The guide provides step-by-step instructions
on troubleshooting reporting issues.

How to Perform File System Backup and
Restore with NetWrix File Server Change

Reporter

The technical article provides instructions on
how to roll back to a previously saved back-up
point using NetWrix File Server Change
Reporter.

Installing Microsoft SQL Server and
Configuring the Reporting Services

The technical article provides instructions on
how to install Microsoft SQL Server
2005/2008/2008 R2 Express and configure the
Reporting Services.

How to Configure NetWrix File Server
Change Reporter to Monitor NetApp Filer
CIFS Shares

The technical article provides detailed
instructions on how to configure NetWrix File
Server Change Reporter and NetApp filer CIFS
shares for auditing.

How to Configure NetWrix File Server
Change Reporter to Monitor EMC
VNX/VNXe/Celerra CIFS Shares

The technical article provides detailed
instructions on how to configure NetWrix File
Server Change Reporter and the EMC
VNX/VNXe/Celerra CIFS shares for auditing.

How to Configure Granular Audit Policy on

a File Server Monitored by NetWrix File
Server Change Reporter

The technical article provides instructions on
how to configure granular Audit policy on a
file server monitored by NetWrix File Server
Change Reporter.

Subscription to SQL Server Reports

The article provides step-by-step instructions
on how to configure subscription to SSRS
reports.

Installing SQL Express on Windows Vista
Technical Article

The technical article provides detailed
instructions on how to install SQL 2005 with
Advanced Services on Windows Vista.

NetWrix File Server Change Reporter
Release Notes

The document provides a list of known issues
that customers may experience while using
the release version 3.3.
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